NATIONAL ARCHIVES AND RECORDS ADMINISTRATION
New General Records Schedule, Information Technology Operations and Management Records;
Request for Comments

AGENCY: National Archives and Records Administration.
ACTION: Notice of proposed records schedule; request for comments.

SUMMARY: As required by statute (44 U.S.C. 3303a(d)), the National Archives and Records
Administration (NARA) issues General Records Schedules (GRS) to provide disposal authority
for temporary administrative records common to several or all agencies of the Federal
Government. The GRS include records relating to civilian personnel, fiscal accounting,
procurement, communications, printing, and other common functions. NARA has developed a
new General Records Schedule, Information Technology Operations and Management Records,
to provide disposal authority for certain administrative records generated in or acquired by
agency components responsible for developing and operating network infrastructure and systems.

NARA invites public comments on this proposed new general records schedule, as required
by 44 U.S.C. 3303a(a). Because of the widespread interest in the management of electronic
records, NARA is publishing the full text of the schedule with additional information on each
item.

DATES: [BLM comments must be sent to the contact named below by October 19, 2001].

ADDRESSES: [BLM comments should be sent to Pam Dandrea, Bureau Records Disposition
Specialist, at (406) 89605198 or Pam Dandrea@blm.gov.]

FOR FURTHER INFORMATION CONTACT: [Pam Dandrea, Bureau Records Disposition
Specialist, at (406) 89605198 or Pam_Dandrea@blm.gov

SUPPLEMENTARY INFORMATION:

In 1978, use of the GRS was made legally mandatory. A Federal agency must destroy records
in accordance with the GRS to the greatest extent possible. If an agency wishes to apply a
different retention period for any series of records included in the GRS, the records officer must
submit a Standard Form (SF) 115 providing justification for the desired deviation.

Relationship of this draft GRS to GRS 20, Electronic Records

This schedule does not duplicate or replace GRS 20, Electronic Records. The proposed new
schedule addresses the administrative records generated by units responsible for technical
management of IT resources. The functions covered by the proposed GRS 24 are comparable to
the administrative functions relating to budgeting, contracting, human resources, and property
management that are covered by other GRS. The proposed GRS 24 does not apply to system
data or information content, which must be scheduled separately.

GRS 20 remains in effect to cover the records described in that schedule. GRS 20 records
include certain files associated with temporary data base management systems such as print files,
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extract files, source records, and certain disposable electronic records produced by end users in
office automation applications. NARA will conduct a separate review concerning the
continuation of GRS 20 disposition authorities as part of its comprehensive review of the policies
and procedures for scheduling and appraisal of records in all formats.

Background — Development of this draft GRS

In late 1997, the Archivist established an interagency Electronic Records Work Group to
review General Records Schedule 20 and recommend revisions to that schedule or other practical
solutions for the scheduling of electronic records. In 1998, the work group submitted its final
report to the Archivist (http://www.nara.gov/records/grs20/reprt914.html) recommending, among
other things, that NARA issue a new general records schedule for information technology
operations and management records to supplement, not replace, GRS 20.

Building on the efforts of the Work Group, NARA drafted a new GRS for common
administrative records relating to operation and management of information technology and
related services. Federal agencies reviewed the draft in the summer of 1999. The draft, revised
in response to agency comments, was discussed at a January 2000 focus group meeting with
agency records management and information technology management officials. NARA made
appropriate changes in response to comments made at the meeting and in June 2000 again
requested comments from Federal agencies.

Overall, agencies found that the schedule draft they reviewed in 2000 generally fits their
records and could be implemented without undue difficulty. In response to specific comments
about terminology, apparent redundancies, and retention periods for some items, NARA
consolidated some items and provided other clarifications to address the concerns. NARA
believes the schedule is now at the appropriate level of detail. Given the agencies' interest in
having more flexibility in applying disposition standards for temporary records, NARA
eliminated the cutoff instructions and reworded some of the disposition instructions to allow
agencies disposition options based on their internal procedures and operations. NARA clarified
that the schedule covers only the temporary administrative records described in the various items.
It does not cover all records maintained by Information Technology (IT) management
organizations. Agency responsibilities to schedule records documenting unique agency programs
should now be more apparent.

Throughout the process of developing and refining this new GRS, NARA representatives
consulted with agency records officers and IT officials to resolve questions and clarify coverage
of items. NARA analysts also reviewed records both within NARA and in a number of other
agencies to ascertain the content of files. The information gathered during these consultations
and examination of records is reflected in the appraisal analysis described below. Federal
agencies should note that the disposition instructions for items 3b(2), 4a, 5a-b, 6a, and 9b, and
the description for item 12a were slightly modified after the 2000 draft was distributed for
review.

On the advice of the Office of Management and Budget, NARA requested Federal agency
review of this notice containing the proposed schedule and explanatory information for each
item. This information includes the records appraisal analysis normally provided in a separate
appraisal memorandum. Given the multiple reviews by Federal agencies, NARA believes that
this schedule will be useful and relevant to agencies.

NARA now invites public comment on this proposed new General Records Schedule for
Information Technology Operations and Management Records. Following is the complete text
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of the proposed GRS. The explanatory information and appraisal analysis is provided in brackets
at the end of each item.

GENERAL RECORDS SCHEDULE 24 --
INFORMATION TECHNOLOGY OPERATIONS AND MANAGEMENT RECORDS

INTRODUCTION

This schedule provides disposal authorization for certain files created and maintained in the
operation and management of information technology (IT) and related services. As defined in
the Information Technology Management Reform Act of 1996 (now the Clinger-Cohen Act),
"information technology" includes computers, ancillary equipment, software, firmware and
similar procedures, services (including support services), and related resources.

This GRS does not cover all records relating to information technology operations and
management. Offices with responsibility for IT operations also maintain administrative records
covered by other GRS and records not in the GRS that must be scheduled by the agency.

The disposition instructions apply to records regardless of physical form or characteristics.
Records may be maintained on paper, in microform, or electronically. Dispositions apply,
however, only to records that are maintained as described in each item or subitem. If
documents are part of a larger case file or recordkeeping system that contains records not
covered in this GRS, agencies must separately schedule that file or system. If records covered
by more than one item in this schedule are maintained together in one file or recordkeeping
system, agencies must retain the records for the longest retention period authorized for those
items.

Note that GRS 20, Electronic Records, remains in effect. GRS 20 covers certain temporary
files associated with data base management. This new schedule supplements GRS 20 by
providing disposal authority for temporary records relating to overall IT management, as opposed
to the operation and use of specific systems. NARA is reviewing alternatives to GRS 20 and will
develop revised requirements as it explores new approaches to managing electronic records.

1. Oversight and Compliance Files.
Records in offices with agency-wide or bureau-wide responsibility for managing IT
operations relating to compliance with IT policies, directives, and plans including recurring
and special reports, responses to findings and recommendations, and reports of follow-up
activities.
a. Performance measurements and benchmarks.
Destroy/delete 1 year after office of record determines that there are no unresolved issues
or 5 years after data is entered, whichever is longer.
b. All other oversight and compliance records including:
- audits and management reviews
certification and accreditation of equipment
quality assurance reviews and reports
reports on implementation of plans
effectiveness evaluations, and compliance reviews
data measuring or estimating impact and compliance
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Destroy/delete 1 year after office of record determines that there are no unresolved issues
or 3 years after data is entered whichever is longer.
[NOTE: See item 3 for performance files relating to systems.]
[Appraisal analysis: Item la covers such records as statistical performance data concerning
system (and network) operations, including process steps or paths, time required for
completion, and event or error indicators. These records include system availability reports
that draw upon sample performance indicators to measure overall system performance.

Item 1b covers such materials as target IT architecture reports, systems development
lifecycle handbooks, computer network assessments and follow-up documentation, and
certification and accreditation of equipment. These records are critical to the proper
functioning of systems. Network assessments, for example, are conducted at regular
intervals, and in cases where performance is found to be in need of improvement, the agency
institutes a process to change or upgrade network equipment, configuration, or other
components. Records under this item typically take the form of structured reports. Examples
include contractor evaluation reports and other quality assurance records, market analyses
and performance surveys, and benefit-cost analyses. Agencies may also maintain other
compliance reviews including related analyses such as histograms illustrating trends across
time for various groups, activities, and systems, and follow-up correspondence and corrective
action reports.

The proposed dispositions for these will ensure the availability of records for a period of
time that is sufficient to allow adequate systems management and will also ensure the
preservation of records identifying problems until the problems have been resolved.]

IT Facility and Site Management and Equipment Support Services Records.

Records maintained by offices responsible for the control and operation of buildings and

rooms where IT equipment, systems, and storage media are located including:

-files identifying IT facilities and sites, and

-files concerning implementation of IT facility and site management and equipment support
services provided to specific sites, including reviews, site visit reports, trouble reports,
equipment service histories, reports of follow-up actions, and related correspondence.

Destroy/delete when 3 years old.

[Appraisal analysis: These records document the control and operation of buildings and
rooms where IT equipment, systems, and storage media are located. Files include listings of
facilities, trouble reports, reports on site visits and inspections, and service histories for
equipment. Also included are copies of agency directives and lines of authority relating to
such matters as facility operations, physical security of facilities, environmental security,
including documents on fire prevention and control, electric power supply protection,
magnetism protection, and “good housekeeping” procedures for protection against dust, dirt,
and fire hazards.

These records need only to be kept for a relatively short period of time to satisfy
administrative and operational needs. The proposed three-year retention period is adequate to
ensure that I'T operations are carried out in an environment that meets all applicable
standards.

Records documenting control and operation of facilities that are maintained by units
responsible for facilities management and physical security are retained for varying periods of
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time in accordance with other GRS items (e.g., GRS 18, items 9 and 10) and individual
agency schedules.]

3. IT Asset and Configuration Management Files.
a. Inventories of IT assets, network circuits, and building or circuitry diagrams, including

equipment control systems such as databases of barcodes affixed to IT physical assets.

Destroy/delete 1 year after completion of the next inventory.

b. Records created and retained for asset management, performance and capacity
management, system management, configuration and change management, and planning,
follow-up, and impact assessment of specific systems. Includes, but is not limited to:

(1) Data and detailed reports on implementation of systems, applications and
modifications; assessments of effectiveness, application sizing, resource and demand
management; documents identifying, requesting, and analyzing possible changes,
authorizing changes, and documenting implementation of changes; documentation of
software distribution and release management.

Destroy/delete 1 year after termination of system.

(2) Records of IT maintenance on the network infrastructure documenting preventative,
corrective, adaptive and perfective (enhancement) maintenance actions, including
requests for service, work orders, service histories, and related records.
Destroy/delete when 3 years old or 1 year after termination of system, whichever is
sooner.

[Appraisal analysis: This item covers routine administrative records such as
inventories of assets, including equipment control systems, databases of barcodes affixed
to physical assets, work orders and service histories on maintenance of network
infrastructure, and reports and other files relating to system implementation and
modification. Detailed information is found in bar code reports, asset management
guides, requests for services, requisitions for equipment, leases, change orders, purchase
orders, property transfer control systems, flow reconfiguration requests, standardization
requests and justifications. Other records include listings of devices such as routers,
hubs, switches, and servers, described by make and model, location, and pertinent
capacity and configuration information.

The proposed retention period in item 3a is appropriate since only current inventories
are needed. Note that documents (or sections of documents) that are unchanged from
prior inventories but that remain valid are kept in conjunction with current inventories.
The proposed disposition instructions for item 3b1 reflects the business need to retain for
the life of a system detailed reports and data concerning the implementation,
modification, upgrading, and systems. For item 3b2, the proposed disposition enables
disposal of system maintenance records when three years old or one year after termination
of the system, whichever is sooner. This will enable the agencies to ensure that proper
maintenance procedures have been followed and to allow for any follow-up

activities. If any maintenance activities have a major impact on a system, or lead to a
significant change, those activities should be documented in item 3b1.]

4. System Backup and Tape Library Records.
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a. System backup tapes maintained for potential system restoration in the event of a system
failure or other unintentional loss of data.

(1) Destroy incremental backup tapes when superseded by a full backup, or when no
longer needed for system restoration, whichever is later.

(2) Destroy full backup tapes when second subsequent backup is verified as successful
or when no longer needed for system restoration, whichever is later.

[NOTE: See GRS 20, item 8, for individual file backups.]

b. Automated files and manual records used to control the location, maintenance, and
disposition of magnetic media in a tape library including list of holdings and control
logs.

Destroy/delete when superseded or obsolete.

[Appraisal analysis: This item pertains to records accumulated to ensure the ability to
resume operations in the event of a system failure. Item 4a covers incremental and full
system backup tapes maintained for potential system restoration. Item 4b applies to
automated files and manual records controlling location maintenance, and disposition in a
tape library of the records covered by item 4a, including lists of holdings and control logs.
These records include “vault lists,” and other reports listing all back-up medium, documents
certifying the completion of backup processes, and other run tasks and differential backup
activities. Tape libraries also maintain the addresses of offsite storage facilities, and “bin”
location within storage facilities.

Agencies may produce backups for purposes other then system restoration. Individual
file backups are covered in GRS 20, Electronic Records, Item 8, Backups of Files, which are
produced by individual users in the course of their business activities to ensure against the
loss of documents and other data. Item 4a pertains to backups implemented by systems
administrators to ensure the ability to restore the entire system in the event of a major
network failure.

The proposed GRS provides that incremental back-up tapes be destroyed when 90 days
old. This retention should be adequate considering that the commonly accepted IT practice is
to produce full system backups at the end of a processing week. For the purposes of full or
partial system restoration, typically only the most recent backup tapes (incremental or full)
are needed. Likewise, records used to control the location, maintenance, and disposition of
magnetic media in a tape library are no longer needed when they have become superseded or
obsolete. ]

5. Files Related to Maintaining the Security of Systems and Data.
a. System Security Plans and Disaster Recovery Plans

Destroy/delete 1 year after system is superseded.

b. Documents identifying IT risks and analyzing their impact, risk measurements and
assessments, actions to mitigate risks, implementation of risk action plan, service test
plans, test files and data.

Destroy/delete 1 year after system is superseded.

[Appraisal analysis: Item 5a provides disposal authority for records that outline official
procedures for securing and maintaining IT infrastructure, typically system security plans,
disaster recovery plans, and continuity of operations plans. The files include such records as
published computer technical manuals and guides, examples and references used to produce
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guidelines covering security issues related to specific systems and equipment, records on
disaster exercises and resulting evaluations, network vulnerability assessments, risk surveys,
and other studies, such as formal security vulnerability assessments conducted by IG offices.
These records relate to the specific systems for which they were written. System
replacements will have new security and risk management requirements that may be totally
different because of the architecture of the replacement system. The retention period will
satisfy administrative needs, as records will be retained for one year beyond the life of the
system.

Item 5b covers analysis of security policies, processes, and guidelines, as well as system
risk management and vulnerability analyses. Examples of specific documents are automated
information systems security directives and computer virus handbooks. The retention period
for these records reflects the need to retain records while a system is current and provides for
review of documentation for superseded systems in connection with ensuring adequate
protection for new systems. ]

6. User Identification, Profiles, Authorizations, and Password Files.

EXCLUDES records relating to electronic signatures.

a. Routine Systems.

Destroy/delete when system user information is updated or terminated, or when no longer
needed for security purposes, whichever is later.

b. Systems Requiring Special Accountability.

Destroy/delete inactive file 6 years after user account is terminated or password is altered,
or when no longer needed for security purposes, whichever is later.

[Appraisal analysis: This item provides disposition instructions for user identification
records, including user profiles and passwords. Item 6a pertains to routine systems, and item 6b
pertains to records associated with systems requiring special accountability, such as systems
containing information that is security classified.

Records covered under item 6a are typically system generated according to preset
requirements. A system may, for example, prompt users for new passwords every 90 days for all
users. For routine systems, records concerning user identification are to be destroy/deleted by
systems after a user account is terminated or password is altered. Agencies indicated that for
systems not requiring special accountability the proposed retention period would be sufficient,
since the disposition instruction includes the option of retaining files longer if needed for security
purposes.

Item 6b covers systems requiring special accountability, and authorizes destruction of records
concerning user identification six years after a user account is terminated or password is altered,
or when is no longer needed for security purposes, whichever is later. This will permit agencies
to retain user identification records associated with highly sensitive or potentially vulnerable
systems in order to provide historical data that may be needed in support of investigations or
litigation arising from inappropriate access. ]

7. Computer Security Incident Handling, Reporting and Follow-up Records.
Destroy/delete 3 years after all necessary follow-up actions have been completed.
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[Appraisal analysis: This item covers records relating to attempted or actual system security
breaches, including break-ins (“hacks”), improper staff usage, failure of security provisions or
procedures, and potentially compromised information assets.

These records typically consist of narrative reports and background documentation relating to
individual events or issues. Other records provide information on computer virus identification,
virus hoaxes, malicious software indicator guides, and virus detection and prevention tips.

The proposed retention period is appropriate. Retaining records for 3 years after all follow-
up actions, including judicial procedures, have been completed ensures the availability of active
case records and provides an adequate amount of time after a case is closed for any necessary
follow-up action. Any significant incidents (e.g., a major system failure or compromise of
critical government data) would be documented in program records, such as those in the office of
the Inspector General, which must be scheduled separately. ]

8 Files on Usage and Monitoring of IT Systems, Services, and Resources.

a. Usage and monitoring data and reports, including but not limited to:

Operations data, such as system event logging, log-in files, system usage files and audit

trails, reports on workload management; and audit trails of problems and solutions,

usually in electronic format, EXCLUDING “cookie” files (see note).

Destroy/delete 180 days after creation or when no longer needed for management review,

whichever is later.

[NOTE: This item does not require agencies to retain “session cookies” for 180 days.

Session cookies are automatically deleted by Internet software programs at the end of the

connection to the web site. Agencies that capture and store “persistent cookies”

containing the Internet addresses of people who access their web sites must schedule
those cookie files.]

b. Reports on operations, including summary computer usage reports, measures of
benchmarks, performance indicators, and critical success factors; error and exception
reporting, self-assessments, performance monitoring, and management reports.
Destroy/delete when 3 years old.

[Appraisal analysis: Item 8a covers records used to monitor system usage, including
event logging, log-in files, system usage files (including employee use of the Internet), audit
trails, and other operations data. This item describes those records kept separately from
normal internal system monitoring data.

Records include controls required for remote access to systems, logs of remote access
connections, and access audit trail monitoring logs and reports.

The proposed disposition instructions will provide agencies sufficient time to review the
records to ensure against improper use of systems. Any records needed for audit or
investigation would be retained until the conclusion of that activity (36 CFR 1228.54).

Item 8b covers reports on operations, including summary computer usage reports,
measures of benchmarks, performance monitoring, and management reports. Agencies
indicated that the proposed retention period would meet their administrative and operational
requirements for these routine files.]

9. IT Operations Records.
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a. Schedules: workload schedules; run reports, run requests, and other records documenting
the successful completion of a run; schedules of maintenance and support activities.
Destroy/delete when 1 year old.

b. Problem reports, user complaints and questions, proposals for changes and related decision
documents relating to the software infrastructure of the network or system.

Destroy/delete 1 year after question is answered or problem is resolved.

[Appraisal analysis: Item 9a includes workload schedules, run reports, run requests, and

other records documenting the successful completion of a run including cycle time reports. It

is generally agreed within the Federal IT community that the value of these voluminous
records expires after one year.

Item 9b covers problem reports, user complaints and questions, proposals for changes and
related decision documents relating to the software infrastructure of a network or system. The
retention period proposed for these records will satisfy the administrative and operational
needs of IT offices by ensuring the retention of records relating to issues until they have been
resolved.]

10. Records Maintained by the IT Organization Related to the Financing of IT Resources and

Services.

[NOTE: Copies of records needed to support contracts should be filed in procurement files,

which are scheduled under GRS 3.]

a. Agreements formalizing performance criteria for quantity and quality of service,
including definition of responsibilities, response times and volumes, charging, integrity
guarantees, and non-disclosure agreements.

Destroy/delete 3 years after agreement is superseded or terminated.

b. Files related to managing third-party services: control measures for reviewing and
monitoring contracts, procedures for determining their effectiveness and compliance.
Destroy/delete 3 years after control measures or procedures are superseded or terminated.

c. Records generated in IT management and service operations to identify and allocate
charges and track payments for computer usage, data processing and other IT services
EXCLUDING records that are part of the agency’s cost accounting system, which are
covered in GRS 8, items 6 and 7.

Destroy/delete records with no outstanding payment issues when 3 years old.

[Appraisal analysis: These records include agreements formalizing performance criteria
for quantity and quality of service, files related to managing third-party services, and records
generated in IT management and service operations, financial records including service
level agreements defining service and support levels in quantified terms workload,
hardware, software, as well as ad hoc reports documenting the continued validity of
financial agreements. Records also include documentation related to contractor award fee
for superior service.

These records relate to financial management, not IT equipment and services per se,
and should be kept for three years after agreements, procedures, and payment issues are
superseded, terminated, or resolved, as applicable. This retention period reflects normal
audit cycles. These files are kept by IT offices to support their role in the acquisition of and
payment for computer software and services. Records pertaining to these subjects that are
needed to protect legal rights, address fiscal concerns, and/or provide Government
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accountability are maintained in procurement and finance offices in accordance with other
GRS items or agency schedules. ]

11. Records Relating to IT Management and Reporting Required by ITMRA (now the Clinger-

Cohen Act).

a. Strategic plan documenting how information resources will support agency missions,
goals, and objectives, related background records, and records relating to the
development and implementation of performance measures and procedures.

Destroy 5 years after plan is superseded or terminated.

b. Annual report to Congress and related developmental and background records.
Destroy when 5 years old.

c. Information technology resources inventory of major systems and initiatives and related
developmental and background records.
Destroy 5 years after inventory is superseded.

d. Investment Review Board Records.

Destroy when 10 years old.

[Appraisal analysis: These records relate to reporting and other activities mandated
under the ITMRA. The records include correspondence, analyses, evaluations and published
or final reports and studies used to prepare Strategic Information Technology plans and
reports pertaining to the development and implementation of technology systems.

Item 11a covers the five-year strategic plans with annual updates required by IMTRA as
well the related performance measures and procedures. Retention of these plans for five
years after supersession or termination will provide agency IT organizations with adequate
information to manage programs and update the plans.

Item 11b covers the annual IT report to Congress which IMTRA requires along with
related supporting materials. Retaining these records for 5 years will ensure that adequate
background materials are available for agencies to use when preparing the current year’s
submission. It should be noted that a copy of this report is included in overall agency budget
packages, which are typically approved for permanent retention.

Item 11c covers inventories of major IT systems and initiatives. These records are used
to develop and update the five-year plans required by IMTRA (see above). The proposed
retention period, destroy 5 years after supersession, is consistent with this requirement.

Agencies are obligated to set up Investment Review Boards, comprised of senior officials,
to ensure that ITMRA requirements are met. The boards oversee IT project selection, life
cycle control, and investment evaluation. Records held by the boards include meeting
minutes, project proposals and evaluations, status reports, and documentation of “lessons
learned” from projects. The majority of IT development projects last five years or less.
Some projects, however, last longer. Since documentation for past projects is often useful to
agencies working on current undertakings, the proposed 10 year retention for the Investment
Review Board records included in Item 11d will satisfy normal agency needs.]

12. Customer Service Files.
a. Records related to providing information to customers, including pamphlets, responses to
“Frequently Asked Questions,” and other documents prepared in advance to assist
customers.
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13.

Destroy/delete 1 year after record is superseded or obsolete.

b. Help desk logs and reports and other files related to customer query and problem
response; query monitoring and clearance; and customer feedback records; and related
trend analysis and reporting.

Destroy/delete when 1 year old.

[Appraisal analysis: The records covered by Item 12 relate to providing customer
service and individual support to customers. Included are such records as pamphlets and
Frequently Asked Questions, help desk logs and incident reports, “help desk tickets,” user
guides, trouble reports, customer queries, feedback records, and trend analyses. These
document end-user inquiries and requests for assistance.

These voluminous records are critical to the effective operation of IT systems. However,
they have administrative value for only a brief period of time. This item will authorize
destruction of customer service records such as pamphlets and lists of “frequently asked
questions” (FAQs) one year after the record is superseded or obsolete and that help desk logs
and other files related to customer query, feedback, and analysis be destroyed when one year
old. The recommended disposition instructions will satisfy the administrative and
operational needs of IT offices, including the need to dispose of these files in a timely
fashion.]

IT Infrastructure Development and Maintenance Files.
Records of individual projects designed to provide and support agency IT infrastructure
(see Note) systems and services. Includes records documenting:
Requirements for and implementation of functions such as
- Maintaining network servers, desktop computers, and other hardware
- Installing and upgrading network operating systems and shared applications
- Providing data telecommunications
Infrastructure development and maintenance such as
- Acceptance/accreditation of infrastructure components
- Analysis of component options, feasibility, costs and benefits
- Work associated with implementation, modification, and troubleshooting
Models, diagrams, schematics, and technical documentation
quality assurance reviews and test plans, data, and results.

1. Records for projects that are not implemented.
Destroy/delete 1 year after final decision is made.
2. Records for projects that are implemented.

Destroy/delete 5 years after determination that the requirement no longer exists or that a
new requirements analysis should be undertaken.
3. Installation and testing records.
Destroy/delete 3 years after final decision on acceptance is made.
[NOTE: IT Infrastructure means the basic systems and services used to supply the agency

and its staff with access to computers and data telecommunications. Components include
hardware such as printers, desktop computers, network and web servers, routers, hubs, and
network cabling, as well as software such as operating systems (i.e. Microsoft Windows and
Novell NetWare) and shared applications (i.e. electronic mail, word processing, and database
programs). The services necessary to design, implement, test, validate, and maintain such
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components are also considered part of an agency’s IT infrastructure. However, records relating
to specific systems that support or document mission goals are not covered by this item and must
be scheduled individually by the agency by submission of an SF 115, Request for Records
Disposition Authority, to NARA.]

[Appraisal analysis: These records pertain to individual projects designed to
provide and support agency IT infrastructure. IT infrastructure includes the basic
systems and services used to supply the agency and its staff with access to computers
and data telecommunications. Included are hardware, software, and the services
necessary to design, implement, and maintain such components. This item covers
records concerning the infrastructure of IT operations. These records do not
document programs fundamental to an agency’s mission nor the IT systems utilized
by agencies in carrying out their distinctive functions. Rather, these records are
clearly administrative in nature and are of the same character throughout the
Government. Records include developmental records such as quality assurance plans,
requirement specifications, technology refresh plans, operational support and test
plans, final operational support plan, and post installation reviews and briefings.

The disposition instruction for item 13a provides that records for projects that are not
implemented be destroyed/deleted one year after a final decision has been made. This retention
period is appropriate. If a proposed project is rejected, there is no need to retain the related
records for an extended period of time. In accordance with Item 13b, records for projects that are
implemented are to be destroyed five years after the determination that the requirement no longer
exists or that a new requirements analysis be undertaken. This proposed retention period will
ensure that records germane to a requirement are available while the requirement is still current
and for a period of time thereafter for use in developing new projects. In item 13c, installation
and testing records are proposed for destruction or deletion 3 years after the final decision on
acceptance is made. This retention period will ensure the availability of records should problems
develop and is also consistent with audit cycles.]

14. Electronic Mail and Word Processing System Copies.

Electronic copies of records that are created on electronic mail and word processing systems

and used solely to generate a recordkeeping copy of the records covered by the other items in

this schedule. Also includes electronic copies of records created on electronic mail and word
processing systems that are maintained for updating, revision, or dissemination.

a. Copies that have no further administrative value after the recordkeeping copy is made.
Includes copies maintained by individuals in personal files, personal electronic mail
directories, or other personal directories on hard disk or network drives, and copies on
shared network drives that are used only to produce the recordkeeping copy.
Destroy/delete within 180 days after the recordkeeping copy has been produced.

b. Copies used for dissemination, revision, or updating that are maintained in addition to the
recordkeeping copy.

Destroy/delete when dissemination, revision, or updating is completed.

[Appraisal analysis: This item will provide disposal authority for electronic mail (email)
and word processing records used solely to produce records described in GRS 24, after a
recordkeeping copy has been produced, and electronic copies of records described in GRS 24
used solely for dissemination, revision, or updating that are maintained in addition to the
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recordkeeping copy. In 1998 NARA added an item with the same wording as this item 14 to GRS
1-16, 18, and 23. Item 14 is in keeping with the authority that exists throughout the GRS to
dispose of email and word processing copies of records within the scope of each GRS.

For information technology records not covered by the GRS, agencies should use agency
specific schedules developed following the guidance in NARA Bulletins 99-05 or 2000-02 or
GRS 20 Items 13 and 14 to dispose of email and word processing copies not required for
recordkeeping purposes. Please note that neither this item in GRS 24, the identical items in other
GRSs, nor GRS 20, items 13 and 14, apply to the records designated for recordkeeping
purposes. |
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