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Information Bulletin No. UT 2003-010

To:

AFOs

From:

Deputy State Director for Support Services

Subject:
IT Security and Surplus Computers

Purpose:  To assure information on government computers is not retrievable from surplus computers.

Background:  As government computer workstations are replaced and become surplus through the property system, we must assure information on the hard drive of the surplus computer cannot be retrieved and is destroyed.

Traditionally, we have partitioned, formatted, or partitioned and formatted the hard drives of computer workstations to destroy information that was stored on the hard disk.  However, several commercially available products can restore the information on hard disks partitioned and formatted.  The only method to reasonably assure that information stored on the hard disk is destroyed, is to overwrite the entire hard disk, or to physically destroy the hard disk platters.

Policy/Action:  In order to ensure the security of the information which was stored on government computers, all offices will run a commercial product which overwrites and “wipes” the hard disk drive clean before declaring a computer surplus.

Field Office IT Specialists and support centers will be provided a copy of Wipe Disk from Access Data (accessdata.com) for this purpose.  IT customer support personnel will run this program with at least one cycle before releasing the computer (desktop or laptop) for disposal.
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Timeframe:  This policy is effective upon receipt.

Contact:  Questions should be directed to Phil Garcia or Karl Sakaeda in the Information and Technology Management Branch.

Signed by:








Authenticated by:

Linda S. Colville







Rosie Geren

DSD, Support Services






Records Manaager

